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1. Introduction

This Windows 11 Professional 2022 (22H2) user manual is applicable to Moxa’s x86-based computers listed
below and covers the complete set of instructions for these series. Detailed instructions on configuring
advanced settings are covered in the following chapters of the manual. Before referring to sections in these
chapters, confirm that the hardware specification of your computer model supports the functions/settings
covered therein.

Applicable Series

e BXP-A100 Series
e BXP-C100 Series
¢ DRP-A100 Series
e DRP-C100 Series
¢ RKP-A110 Series
¢ RKP-C110 Series

Moxa Computers and Windows

Moxa computers are integrated with Windows drivers and I/O controller utilities based on the Microsoft
Windows up-to-date version so that you can use the most compatible hardware-software combinations in
your application field.
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2. System Initialization

In this chapter, we describe how to initialize the system settings when you boot up the computer for the
first time. When you turn on the computer, you will see the Windows Out of Box Experience (OOBE) wizard.
OOBE consists of a series of screens that require customers to accept the license agreement, connect to the
internet, log in with or sign up for a Microsoft Account, and share information with the OEM.

Initializing User Settings

The following is a non-exhaustive list of OOBE screens that you will see in the order that they are listed
here:

1. Select a region.

Is this the right country or region?

ted States ‘

Afghanistan

Aland Islands

Albania

Algeria

American Samoa

Andorra

Angola

® »
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2. Select a keyboard.

R S

Is this the right keyboard layout or input
method?

If you also use another keyboard layout, you can add that next.

‘Canadian Multilingual Standard ‘
English (India)

Irish

NZ Aotearoa

Scottish Gaelic

United Kingdom

3. Select a second keyboard.

Want to add a second keyboard layout?
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4. Connect to a network or continue with limited setup.

.

Let's connect you to a network

You'll need an internet connection to continue setting up your device. Once
connected, you'll get the latest features and security updates.

(9 Ethemet

Not connected

B

o m e “

.

Connect now to quickly get started on
your device

Access the full range of apps that help you work and play the way you
want when you connect to a network and sign in with Microsoft. Along
with being able to browse the internet, get email, and work across
devices, youl also get enhanced features and security.

Continue with
limited setup

DRP/BXP/RKP Series Computers Windows 11 Pro 22H2 Manual



5. Sign in to or create a local account or a Microsoft account (MSA).

Who's going to use this device? |

You'll use this name to sign in to your device. |

Enter your name

Name

6. Set a password.

Create a super memorable password

Make sure to pick something you'll absolutely remember.

Enter a password

password
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7. Choose your privacy settings.

Choose privacy settings for your device

Microsoft pu
select Accept to

rol of your priv

hem. You can char

WL Include Optional

Inking & typing

@D ves

Tailored experiences

D ves

Advertising ID

Select Learn more for info on the above settings, how Windows helps protect
you from unsafe 2pps and web content, and the related data transfers and uses.

LR

)

Initializing System

e After the OOBE settings, you will be redirected to the device desktop. Wait until the process is
complete.

BN Chwindews\System32icmd.exe -

udellUD

e The device will now reboot, and the new settings will take effect after the system restarts.

DRP/BXP/RKP Series Computers Windows 11 Pro 22H2 Manual
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3. BitLocker

Bitlocker is a Windows disk encryption feature, designed to protect data by providing encryption for entire
volumes. BitLocker addresses the threats of data theft or exposure from lost, stolen, or inappropriately
decommissioned devices.

For more information about BitLocker : https://learn.microsoft.com/en-us/windows/security/operating-
system-security/data-protection/bitlocker/

This chapter describes the BitLocker setup process.

Enabling the BitLocker

1. In the Windows Devices and drives, right-click on the drive and select Turn on BitLocker.

B This PC

o &)

< v~ 4 s ThisPC

~ % Home
Bl Desktop
4 Downloads
= Documents
P8 Pictures

CreateSWRAID

@ Music
Videos

> @b OneDrive

» [ ThisPC

> 3l Network

Sitems  1item selected

~ Folders

i Desktop

-_j— i Music

417 GB

~ Devices and drives
u Local Disk (C)
L L]
|

(1
C

SV §

1§

VDY P

=

= [m] X
T sort ~ 8= view
W @] Search This PC

- Documents S Downloads

=l L

Pictures ﬁ Videos

Mew Volume (D:)
- of 238 GB
&)

Open Enter
Open in new window
Turn on BitLocker
Format..
Pin to Quick access
Pin to Start
Properties Alt+Enter
Show more options shift+F10

1]
(i}
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2. Select an option to back up the recovery key. For example, select Save to a file.

x
€ $¢J BitLocker Drive Encryption (C:)
How do you want to back up your recovery key?
0 Seme settings are managed by your system administrater,
| Arecovery key can be used to access your files and folders if you're having problems unlocking your PC,
It's a good idea to have more than cne and keep each in a safe place other than your PC,
—» Save to your Microsoft account
—3 Save to a file
—> Print the recovery key
How can | find my recovery key later?
Mext Cancel
3. Select the path to store the file in.
4 Save Bitlocker recovery key as
«~ J v o w= 3> This PC » New Volume (D) e (&) Search Mew Volume (D)
Organize ~ MNew folder = -
L Downloads # MName - Date modified Type Size
—| Documents # Mo items match your search.
P9 Pictures »
Create5WRAID
@) Music
E3 Videos
> @ OneDrive
> [ This PC
N ST

File name: | BitLocker Recovery Key B41DB363-BF9C-4620-8558-E74CTEC3TT6C

Save as type: Text Files (*.txt)

~ Hide Folders Cancel
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4. Follow the onscreen instructions to specify the drive encryption options.

>
&« %@' BitLocker Drive Encryption (C:)
Choose how much of your drive to encrypt
If you're setting up BitLocker on a new drive or a new PC, you only need te encrypt the part of the drive
that's currently being used. BitLocker encrypts new data automatically as you add it.
If you're enabling BitLocker on a PC or drive that's already in use, consider encrypting the entire drive,
Encrypting the entire drive ensures that all data is protected—even data that you deleted but that might still
contain retrievable info.
O Encrypt used disk space only (faster and best for new PCs and drives)
(") Encrypt entire drive (slower but best for PCs and drives already in use]
Mext Cancel
>

&« %@' BitLocker Drive Encryption (C:)

Choose which encryption mode to use

Windows 10 (Version 1511} introduces a new disk encryption mode (XT5-AES). This meode provides
additional integrity support, but it is not compatible with older versions of Windows.

If this is a removable drive that you're going to use on older version of Windows, you should choose
Compatible mode.

If this is a fixed drive or if this drive will enly be used on devices running at least Windows 10 (Version
1511) or later, you should choose the new encryption mode

O Mew encryption mode (best for fixed drives on this device)

(") Compatible mode (best for drives that can be moved from this device)

Mext Cancel

DRP/BXP/RKP Series Computers Windows 11 Pro 22H2 Manual 13



5. Click Continue.

&« % BitLocker Drive Encryption (C:)

Are you ready to encrypt this drive?

Encryption might take a while depending en the size of the drive.

You can keep working while the drive is being encrypted, although your PC might run more slowly.
B Run BitLocker system check

The system check ensures that BitLocker can read the recovery and encryption keys correctly before
encrypting the drive,

BitLocker will restart your computer before encrypting.

Mote: This check might take a while, but is recommended to ensure that your selected unlock method
works without requiring the recovery key.

Continue Cancel

6. Restart the computer.

%@' BitLocker Drive Encryption

¢ % The computer must be restarted

Restart now | Restart [ater

Manage Bitlocker

Wait for the encryption process to complete and then click Close.

’& BitLocker Drive Encryption

f_;% Encrypting...

Drive C: 56.9% Completed

X

Close

Manage Bitlocker

DRP/BXP/RKP Series Computers Windows 11 Pro 22H2 Manual
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Disabling the BitLocker

1. In the Windows Devices and drives, right-click on the drive and select Manage BitLocker.

[ This PC S [m} X
@ ()] T Sort + 8T View v

€ > v 4o B ThisPC > v G 0. Search This PC

it ~ Folders

-

I Desktop P i Desktop "7 Documents

4 Downloads  #

- Music Pictures 2 Videos
4 Documents  # | VN

I Pictires # + Devices and drives
CreateSWRAID L] Local Disk (C:)
|
6cer (O @D

Downloads

EnableBitLocker
@ Music = Open Enter
Iﬂ Videos (42 Open in new window
P
> @ OneDrive o5 Format.
L=} Manage BitLocker
> Bl ThisPC
% Pin to Quick access
> &8 Network )
7 Pinto Start
42 Properties Alt+Enter
{7 Show more options Shift+F10

Titems 1 item selected

2. Click on Turn off BitLocker.
BitLocker Drive Encryption - = [m] x

~ > Control Panel > System and Security > BitLocker Drive Encryption v G P

Control Panel Home . . .
BitLocker Drive Encryption
Help pretect your files and folders from unauthorized access by protecting your drives with BitLocker.

| ) For your security, some settings are managed by your system administrator.

Operating system drive
| C: BitLocker on ~

% Suspend protection

Fixed data drives

| Removable data drives - BitLocker To Go

| WindowsRecoveryUSB (D) BitLocker off ~
|
Seealso
| % TPM Administration
| % Disk Management

Privacy statement

DRP/BXP/RKP Series Computers Windows 11 Pro 22H2 Manual 15



3. Wait for the decryption process to complete and click Close to exit the program.

BitLs

~ 5 Control Panel > System and Security > BitLocker Drive Encryption v G

Control Panel H . . .
onirel Penel Home BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your drives with BitLocker.

0 For your security, some settings are managed by your system administrator.

Operating system drive

C: BitLocker on BitLocker Drive Encryption ® N

Turn off BitLocker

| Your drive will be decrypted. This might take a long time, but
you can keep using your PC during the decryption process,

Turn off BitLocker Cancel

| Fixed data drives

| Removable data drives - BitLocker To Go

| WwindowsRecoveryUSB (D) BitLocker off v
|

See also
| % TPM Administration
| ® Disk Management

Privacy statement

B Drive E o =

T > Control Panel > System and Security > BitLocker Drive Encryption v U | Search Control Panel

Control Panel Home

BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your drives with BitLocker.

2 ’%. BitLocker Drive Encryption X
Operating system

Decryption of C: is complete.

Windows (C:) Bi

JA

Manage Bitl ocker

Fixed data drives

Removable data drives - BitLocker To Go

D: BitLocker off

See also
& 1PM Administration
) Disk Management

Privacy statement
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4. Check the disk status after the decryption process is completed.

[ This PC - O *
ey fia] &) ML Sort 8T View v P
< v 4 > ThisPC v~ G Q. Search This PC
v o= WindowsRecove 7 FOIDErs
> =3 Boot i Desktop E_ Docurnents Downloads
© COM_Reorder
B Music Pictures Videos
> 7 Diagnostic_v2.( i
> ERER ~ Devices and drives
ST ] :m\Dlsk(C:) WindowsRecoveryUSE (D) UEFINTFS (E)
> B8 home BN ¢ G free of 445 GB BN o2 b free of 29.5 GE BN 0 (& free of 291 KB
> 77 ImageValidator
 Intel Optane M
© iperf-3.1.3-wint
> 70 MoxaOOBE
> 7 MoxaOOBE_Wi
> 77 PCommPro
© RKP-CP-114
> 77 RwPortableX6d
~ sources
[—
gitems 1 item selected =0
DRP/BXP/RKP Series Computers Windows 11 Pro 22H2 Manual 17



4. RAID

RAID is the acronym for Redundant Array of Independent Disk which indicates the use of combining a
number of disks into one or more logical units for data redundancy, performance improvement, or both.

This chapter describes the setup process for FW RAID (Intel® RST or Intel® RAID) and SW RAID.

Intel® RAID: Changing the RAID Mode

1. Power on the computer and press F2 to enter the BIOS menu.
2. Select the Setup Utility option.

/7  NOTE

FW RAID is supported only in the RKP-A110 Series.

MSetup Utility

Enter

DRP/BXP/RKP Series Computers Windows 11 Pro 22H2 Manual 18



3. Select the SATA Configuration option.

»SATA Configuration

Select the Map SATA Root Port under VMD and Enable this option. Enable the Hot Plug function on
all ports.

Map S$ATA Root Port under %MD <Disabled>

Enabled
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Map SATA Root Port under ¥HD <Enab led>

5. Press F10 to save the settings and then press ESC to return to the main page.

Exit Saving Changes
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6. Select Exit Saving Changes, and then select Yes to save the settings.

Exit Saving Changes

DRP/BXP/RKP Series Computers Windows 11 Pro 22H2 Manual
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Intel® RAID: Creating a RAID Disk in BIOS

/  NOTE

Using hard disks of the same brand, same model, and same capacity to create FW RAID for best
performance.

1. Power on the computer and press F2 to enter the BIOS menu.

2. Select the Device Management option.

Mevice Hanagenent

Enter

DRP/BXP/RKP Series Computers Windows 11 Pro 22H2 Manual
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3. Select Intel® Rapid Storage Technology.

Device Manager

*Intel{R} Rapid Storage Technology

4. Select Create RAID Volume.

MCreate RAID Yolune
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5. Select the RAID Level option and then press Enter to select the raid level; for example,
RAID1(Mirror).

RAID Level : <RAIDO {Stripe)>

RAID1 (Hirror)

RAID Level : <RAIDT {Hirror)>
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6. Select the target disk.

RAID Level : <RAIDT (Hirror)>

7. Enter X and then press Enter.

SATA 0.0, 2.5 SATA 55D 3HE4
CA12307050250001, 59.6GB
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8. The disk is now marked with an X next to it to indicate the selection.

SATA 0.1, 2.5 SATA SSD 3HE4
CA12307050250035, 59. 6GB

9. Select the Create Volume option.

Create Volune
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10. A RAID volume is created based on the settings specified.

Molunel, RAID] (Hirror), 59.6GB, Normal

11. Press F10 to save the settings.

DRP/BXP/RKP Series Computers Windows 11 Pro 22H2 Manual
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Intel® RAID: Replacing a Disk

1. Run Intel® Optane™ Memory and Storage Management from the Windows Start menu.

Q. Type here to search

All apps < Back

Get Started

Intel ® Optane™ Memary and Storage Management
New

Mail

Maps

Media Player

Micresoft Edge

Microsoft News

Micrasoft Store

Micresoft To Do

ReceagdgeoopD :=H- &

Movies & TV

Moxa UPort Windows Driver

Blmian

A 0]
T T W T DN ™ —
= Qu o .Cwo

DRP/BXP/RKP Series Computers Windows 11 Pro 22H2 Manual
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2. Physically unplug the target SSD.

Intel® Optane™ Memory and Storage Management

e’ Create RAID Volume

7 Intel ® Optane™
Memory

Performance
Q Settings

o About

The status of the SSD that is unplugged will change to Unknown hard disk (0 Bytes) as shown
below:

nage

a Create RAID Volume

7 Intel® Optane™
Memory

Performance
Q Settings
0 About

Status

0 Your storage system is functioning normally.

Storage System View

Click on any component below to manage its properties.
SATA_Array_0000

Volume1
Type: RAID 1
238GB

U SATA SSD (238 GB)

¥ satasspe3s )

Intel® Optane™ Memory and Storage Management

Status

‘Your system is reporting one or more events, and data may be at
risk. Refer to the details below for more information.

Storage System View
Click on any component below to manage its properties.
SATA_Array 0000

Volume1
Type: RAID 1
238GB

Unknown hard disk (0 Bytes)

U SATA SSD (238 GB)

e Internal empty port 0

DRP/BXP/RKP Series Computers Windows 11 Pro 22H2 Manual

29



3. Install the new SSD in the same location.

Intel® Optane™ Memory Management

Status
‘Your system is reporting one or more events, and data may be at
e Create RAID Volume risk. Refer to the details below for more information.
7 Intel® Optane™ Storage System View
Memory Click on any component below to manage its properties.
Performance SATA_Array_0000
Q Settings i Volume1
g Unknown hard disk (238 GB) Type: RAID 1
238GB
@ Avout Unknown hard disk (238 GE)

U satasso 3z ce)

4. Click on the Settings tab. Enable Automatic rebuild on hot plug.

Intel® Optane™ Memory and Storage Management

A Manage Notifications settings

Current Windows notifications settings status: Enabled
e Create RAID Volume
Disabling toast notifications for Intel® Optane™ Memory and Storage

Intel ® Optane™ Management will prevent display of all notifications for this application.

Performance

What's new window is:
L settings @D oo

@ roout Automatic rebuild on hot plug

@D oo

Automatic rebuild on hot plug support allows you to automatically start
the rebuild process of a degraded volume by hot-plugging a compatible
disk in the same location as a failed or missing array disk.

(5

| WARNING: Any existing data on the hot plug disk will be permanently
deletad as soon as the migration process starts. Back up data before
hot-plugging the disk.

E-mail notifications
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5. It will start rebuilding automatically. Wait for the rebuild process to complete.

Intel® Optane™ Memory and Storage Management

Your system is reporting one or more events, and data may be at
e Create RAID Volume risk_ Refer o the details below for more information
0\ Intel® Optane™ Storage System View
Memory Click on any component below to manage its properties.
Performance SATA_Array_0000
Q Settings i Volume1
g Unknown hard disk (238 GB) Type: RAID 1
238GB
@ Avout Unknown hard disk (238 GE)
U saTassD (238 6B) e
T™M ><
intel Intel® Optane™ Memory and Storage Management
& Your storage system is functioning normally.
9 Create RAID Volume
Storage System View
| Intel® Optane™ . ) .
| (9 Click on any component below to manage its properties.
‘ Memory
| SATA_Array_0000
Performance
] Volume
Q . U SATASSD (238 GB) Type: RAID 1
9 ) 238G8
]
SATA SSD (238 GB)
0 About U { J
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Intel® RAID: Removing a RAID Volume From
the BIOS

1. Power on the computer and press F2 to enter the BIOS menu.
2. Select Device Management.

/7  NOTE

FW RAID only supports RKP-A110 series.

*Dev ice Hanagenent

Enter
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3. Select the Intel® Rapid Storage Technology option.

Device Manager

*Intel{R} Rapid Storage Technology

4. Select the RAID volume that you want to remove.

Molunel, RAID] (Hirror), 59.6GB, Normal
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5. Select Delete and then press Enter.

MDelete

6. Select Yes to confirm and then press Enter.

7. Press F10 to save the settings.
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SW RAID: Creating the RAID 0 or RAID 1 From
Disk Management

1.

Run Disk Management. Connecting the new disks and checking all the disk status are Unallocated. If
the disk status is not Unallocated, you can right-click the target disk and select Delete Volume.

= Disk Management - 0o x
Fle Action View Help

= EHE =

Volume [ Layout Type File System | Status | Capacity [ Free Spa... | %Free

= © Simple Basic NTFS Healthy (B.. 44641 GB H210GE 94%

= (Disk 0 partition 1) Simple Basic Healthy (E.. 100 ME WOME  100%

= (Disk 0 partition 4] Simple Basic Healthy (R.. 625 MB B5ME 100%

= Disk 0
Basic ©

447.12 GB 100 MB 446,41 GB NTFS €25 MB

Online Healthy (EFI System Partition) Healthy (Boot, Page File, Crash Dump, Basic Data Partition) Healthy (Recovery Partition)

= Disk 1 1
Basic

232.46 GB 233,45 GB

Online Unallocated

= Disk 2 I —

Basic

238.46 GB 233,46 GB

Online Unallocated

W Unallocated [l Primary partition

Right-click the target disk. Select the target volume type. For example: RAID1(Mirror).

= Disk Management - 0o x
Fie Action View Help

e | E|HE|=PE

Volume [ Layout Type File System | Status | Capacity [ Free Spa... | % Free

= () Simple Basic NTFS Healthy (B.. 44641 GE 41210GE 4%

= (Disk 0 partition 1} Simple Basic Healthy (E.. 100 MB 100MB 100%

= (Disk 0 partition 4] Simple Basic Healthy (R.. 625 MB B25MB 100%

= Disk 0
Basic ©
447.12 GB 100 MB 446.41 GB NTFS 625 MB
Online Healthy (EFI System Partition) Healthy (Boot, Page File, Crash Dump, Basic Dats Partition) Healthy (Recovery Partition)
= Disk 1 . |
Basic
232.46 GB 238.46 GB
Online Unallocated
New Simple Volume...
= Disk 2 | New Spanned Volume... .|
Basic New Striped Volume...
23846 GB 238.46 GB New Mirrored Volume...
Online Unallocated

Properties

Help

B Unallocated Il Primary partition
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3. To continue, click Next.

£ Disk Manag R
File Action View Help
L ol 7 N A
Volume [Layout [ Type File System | Status [ capacity [ Free Spa... [ % Free
= () Simple Basic NTFS Healthy (B... 446.41GE 4121068 94%
= (Disk 0 partition 1) Simple Basic Healthy (E.. 100 MB 100MB 100%
= (Disk 0 partition 4)  Simple Basic Healthy (R... 625 MB G25ME  100%
New Mirrored Volume
Welcome to the New Mirrored
Volume Wizard
This wizard helps you create mimored volumes on disks.
Amimored volume duplicates your data on two disks. Create & ,
mimored volume if you want to keep two separate capies of al
= Disk 0 [ ] your information to prevent data loss. [
Basic
44712 6B 100 MB 625 M8
Online Healthy (EF| System Partition) Healthy (Recovery Partition)
To continue, click Next
= Disk 1 —
Basic 7
238.46 GB 238,46 GB %
Online Unallocated %
= Disk 2 |
Basic
23846 GB 238,46 GB Cancel
Online Unallocated
M Unallocated [l Primary partition

4. Select the disks you want to use, and then click Add.

Disk Ma t = o
File Action View Help
e B HE =B
Volume [Layout [ Type File System | Status [ Capacity [ Free Spa... | %Free
= () Simple Basic NTFS Healthy (B... 446.41GB H1B10GE 4%
= (Disk O partition 1) Simple Basic Healthy (.. 100MB 1W0MB 100%
= (Disk 0 partition 4) ~ Simple Basic Healthy (R... 625MB 625MB 100%
New Mirrored Volume
Sclect Disks
You can select the disks and st the disk size for this volume
Select the disks you want to use. and then click Add
.
— Disk 0 I ] Avsiable Selected |
Ee «© [Disk 2 244181 MB T Disk 1 244181 MB
471268 100 ME 448 625 ME
Online Healthy (EFI System Partition) He:z < Remove Healthy (Recovery Partition)
— < Remove Al =
= Disk 1 q P
Basic
S 23946 08 % Total volume size in megabytes (MB): ] %
Online Unallocated % Maximum available space in MB 244181 /
4 Select the amount of space in MEB: 244181 = ré
= Disk 2 | I
Basic
238.46 GB 238.46GB Cancel
Online Unallocated
W Unallocated [l Primary partition
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5. Click Next.
File Action View Help
& Bl =M
Volume [Layout [ Type File System | Status | capacity [ Free Spa... | % Free
= (C) Simple Basic NTFS Healthy (B... 446410G8 4121068 94%
= (Disk 0 partition ) Simple Basic Healthy (E.. 100 ME 100ME 100%
= (Disk 0 partition 4] Simple Basic Healthy (R.. 625 ME G25ME 100%
New Mirrored Volume X
Sclect Disks
You can select the disks and set the disk size forthis volume.
Select the disks you wart to use. and then click Add.
'
= Disk 0 I Ausilable: Sslscted: I
Basic . [Disk 1 244181 MB
47.12GB 100 MB Disk 2 244181 MB 625 MB
‘ Online Healthy (EF| System Partition) < Remove Healthy (Recovery Partition)
= < Remove Al E
| =pisk1 — —
Basic A ) | %
| 2384668 23645 GB é Total volume size in megabytes (MB): 242181 2
Online Unallocated % Maximum available space in MB: pasim %
Z Select the amount of space in MB: 244181 = 4
‘ = Disk 2 | I
Basic
238.45 GB 23845 GB < Back Cancel
Online Unallocated
M Uncliocated Wl Primary partition
6. Assign the drive letter, click Next.
File Action View Help
e @ H@l =00
Volume [Layout [ Type File System | Status | Capacity [ Free Spa... | %Free
= (C) Simple Basic NTFS Healthy (B... 446.41GB 41210GE 34%
= (Disk 0 partition ) Simple Basic Healthy (E.. 100 MB WOME  100%
= (Disk 0 partition 4]~ Simple Basic Healthy (R... 625 MB G5ME  100%
New Mirrored Volume
Assign Drive Letter or Path
For easier access, you can assign a drive letter or diive path to your velume.
;
= Disk 0 I ] O Assign the follwing dive etter D~ I
Basic c () Mount in the following empty NTFS folder
447.12 GB 100 MB 46 - 625 MB
Online Healthy (EFI System Partition) Hez . Healthy (Recovery Partition)
l | () Do not assign a diive letter or diive path L
| =pisk1 — —
Basic A 1%
| 2384568 238.46 GB ; Z
Online Unallocated A %
7 7
= =
‘ = Disk 2 | |
Basic
23845 GB 23845 GB <Back Cancel
Online Unallocated
W Uncliocated Ml Primary partition
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Format the volume using Quick Format, click Next.

Ex nent m]
Fle Action View Help
e mHE =B
Volume [Layout [ Type File System | Status [ Capacity [ Free Spa... [ %Free
=@ Simple Basic NTFS Healthy (B.. 446.41GB 1810GB 94%
= (Dick D partition 1) Simple Basic Healthy (E.. 100MB WOME  100%
= (Dick D partition 4)  Simple Basic Healthy (R... 625MB BSMB  100%
New Mirrored Volume X
Format Volume
To store data on this volume, you must format it first
Choose whether you want to format this volume, and f so, whal setings you wart to use
)
O Do ot fomat this volume
= Disk 0 | | - | |
Basic © 1O Format this volume with the following settings:
244712 GB 100 MB 426 625 MB
. Fie system: v
Online Healthy (EFI System Partition) He: s NIES Healthy (Recovery Partition)
Allocation unit size: Default ~
= Disk 1 — Volume label New Volume
o Z 8 Perfom a quick format 7
238.46 GB 238.46 GB / & /
Online Unallocated % Enable file and folder compression /
= Disk 2 | |
Basic
23846 GB 23846 GB < Back Cancel
Online Unallocated

M Unaliocated Bl Primary partition

Checking the RAID1(Mirror) information. Click Finish to create the RAID1 volume.

| File Action View Help
s mEE =L

Volume [Layout [ Type File System | Status [ Capacity | Free Spa... | % Free
=" Simple Basic NTFS Healthy (B... 446.41 GB 41810GE 94%
| = (Disk 0 partition ) Simple Basic Healthy (E.. 100 MB 100MB  100%
| = (Disk 0 partition 4) ~ Simple Basic Healthy (R... 625 MB 625MB  100%
New Mirrored Volume X

Completing the New Mirrored
Volume Wizard

You have successfully completed the Wizard.

You sslected the folowing settings:

| =Disko | Volume type: Miror L=
Basic Disks selected: Disk 1, Disk 2
| 4471268 100 MB Volume size: 244181 MB 625 ME
1 Drive letter or path: D
Online Healthy (EFI System Partition) H[‘E":ym‘:: DV[IPFFS
Alocation unit size: Default
Volume label: New Wolume
= Disk 1 GQuick format: Yes
Basic To close this wizard, click Finish.
238.46 GB 238.46 GB
Online Unallocated
— Disk 2
Basic
238.46 GB 238.46 GB < Back Cancel
Online Unallocated

M Unalliocated Bl Primary partition

Healthy (Recovery Partition)

‘ 1\\\\\\\\| I
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9. System will show the warning message about SW RAID volume, click Yes to continue.

File Action View Help
= | HE B
Volume [Layout [ Type File System | Status [ Capacity [ Free Spa... | % Free
- (C) Simple Basic NTFS Healthy (B.. 446.41GB 41810GB 4%
= (Disk 0 partition 1) Simple Basic Healthy (E.. 100 MB 100MB  100%
= (Disk O partition 4]~ Simple Basic Healthy (R... 625 MB 625MB  100%
Disk Management
.
~ Di I I
B LXd -| The operation you selected will convert the selected basic F
E:\c (&} I \  disk(s} to dynamic disk{s). If you convert the disk(s) to dynamic,
44712GB 100 MB 445.41 GB NTF you will not be able to start installed operating systems from 625 Me
Online Healthy (EF| System Partition) Healthy (Boot, any volume on the diskis] (except the current boat velume]. Healthy (Recovery Partition)
Are you sure you want to continue?
= Disk 1 — —
Basic Z) = |7
238.46 GB 238.46 GB 4/
Onlne Unalsctes ///////////////////////////////////
= Disk 2
Basic
238.46 GB 238.46 GB
Online Unallocated
M Unallocated Ml Primary partition

10. Checking the RAID1(Mirror) information from disk management.

= Disk Management

File  Action

View  Help

e @ ER =B

Volume [Layout [ Type File System | Status [ Capacity [ Free Spa... | %Free

= (C) Simple Basic NTFS Healthy (B.. 24641 GB 41210GE 04%

= (Disk 0 partition 1)~ Simple Basic Healthy (E.. 100 ME 100ME  100%

= (Disk 0 partition4) ~ Simple Basic Healthy (R.. 625M8 625MB  100%

= NewVolume (D) Mirror Dynamic  NTFS Healthy 238.46 GB 23836GB  100%

)

= Disk 0 1 e
Basic (3]
44712 GB 100 MB 445,41 GB NTFS 625 ME
Online Healthy (EFI System Partition) Healthy (Boat, Page File, Crash Dump, Basic Data Partition) Healthy (Recovery Parition)

| =Disk1 I
Dynamic New Volume (D2)
238.46 GB 238.46 GB NTFS

| Online Healthy
= Disk 2 I
Dynamic New Volume (D:)

| 238468 238.46 GB NTFS

| online Healthy
B Unallocated Il Primary partition Bl Mirrered volume
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5. Intel® Active Management Technology

Intel® AMT is part of the Intel vPro technology offering. Platforms equipped with Intel® AMT can be
managed remotely, regardless of its power state or if it has a functioning OS or not. The Intel® Converged
Security and Management Engine (Intel® CSME) powers the Intel® AMT system. As a component of the
Intel vPro platform, Intel® AMT uses a number of elements in the Intel vPro platform architecture.

This chapter describes the setup process for the Intel® Active Management Technology. For more
information about Intel® Active Management Technology:

https://www.intel.com/content/www/us/en/developer/articles/guide/getting-started-with-active-
management-technology.html?wapkw=AMT

/ NOTE

Intel® AMT is not supported in models with Intel® Celeron®, Intel® Core™ i3, and Intel Atom®
processors.

Applicable Series

¢ BXP-C100 Series
o DRP-C100 Series
¢ RKP-C110 Series

Turning on Intel® AMT on PC

1. Power on the computer and press F2 to enter the BIOS menu.
2. Select Intel(R) Management Engine BIOS Extension.

*Intel(R) Hanagement Engine BI0S Extension

Enter
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3. Select MEBx Login.

Inte 1R} Hanagement Engine BI0S Extension v11.0.0.0010/Intel(R} HE v11.8. 70. 3626
Copyright{C) 2003-16 Intel Corporation. All Rights Reserved

HAIN MENU

HEBx Login

> Intel{R} HE General Settings
> Intel(R} AMT Configuration
HEBx Exit

Inte I{R> HE Password

[t1]1=Hove Highlight [Enter]1=Select Entry [Escl=Exit

4. Type the Intel® ME default password: "admin".

Intel (k) Hanagement Engine BI0S Extension ¥11.0.0.0010/Intel{R) HE ¥11.8.70. 3626
Copyright{C) 2003-16 Intel Corporation. &ll Rights Reserved

HAIN HE

MEBEx Login|

> Intel{R} HE General Settings
> Intel{R} AHT Configuration
HEBx Exit

Intel{k} HE Password

PRk

Inte I{R> HE Password

[tl]1=Hove Highlight [Enter1=Select Entry [Escl=Exit
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5. Type the new password. The new Intel® MEBX password must meet the following requirements for
strong passwords:

> Password Length: At least 8 characters, and no more than 32.
» Password Complexity: Password must include the following:
O At least one digit character ('0', '1', ... '9")

O At least one 7-bit ASCII non-alpha-numeric character (e.g., '!", '$', ';"), but excluding ':', ',' and
"' characters.

O At least one lower-case letter (‘a', 'b'...'z') and at least one upper case letter (‘A','B'..."Z").

Inte 1R} Hanagement Engine BI0S Extension v11.0.0.0010/Intel(R} HE v11.8. 70. 3626
Copyright{C) 2003-16 Intel Corporation. #ll Rights Reserved

HAIN HENU

HEBx Login|

> Intel{k} HE General Settings
> |Intel{R} AHT Configuration
HEBx Exit

Inte (R} ME New Password

Inte I{R> HE Password

[t1]1=Hove Highlight [Enter]1=Select Entry [Escl=Exit

6. Verify the password and login MEBx.

Inte 1R} Hanagement Engine BI0S Extension v11.0.0.0010/Intel(R} HE v11.8. 70. 3626

Copyright{C) 2003-16 Intel Corporation. #ll Rights Reserved

HAIN HENU

HEBx Login|

> Intel{k} HE General Settings
> |Intel{R} AHT Configuration
HEBx Exit

Verify password

Intel{R> HE Password

[t1]1=Hove Highlight [Enter]1=Select Entry [Escl=Exit
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7. Select Intel(R) AMT Configuration.

HAIN HENU

8. Select Network Setup.

INTEL{RY AHT CONF IGURATION
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9. Select TCP/IP Settings.

INTEL{R} HE NETWORK SETUP

10. Select Wired LAN IPV4 Configuration.

TCP/ IP SETTINGS
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11. Select DHCP Mode and disable DHCP mode.

WIRED LAN IPV4 CONF IGURATION

Disabled

[ ooy estommom |

12. Type the network settings for Intel® Active Management Technology.

WIRED LAN IPV4 CONF IGURATION
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13. Go back to the Intel(R) AMT Configuration page and select Activate Network Access. Enter Y to
continue.

Intel{k} Hanagement Engine BI0S Extension v11.0.0. 0010/ Intel{R> HE v11. 8. 70. 3626
Copyr ight{C) 2003-16 Intel Corporation. All Rights Reserved

INTELCRY AHT CONF IGURATION

Hanageabil ity Feature Selection <Enabled>
> S0L/Storage Redirection/KVH
> User Consent

Password Policy <finytine>
> Network Setup

Activate Network Access Activates the current network settings

Unconfigure Network ACCEss | Bt A e I [ T o et
> Remote Setup And Configurati Continue:(Y/N)

> Power Control

[t4]=Hove Highlight [Enter1=Select Entry [Escl=Exit

14. Back to the main menu. Select MEBx Exit to finish the Intel® Active Management Technology
configuration.

Inte1{k} Hanagement Engine BI0S Extension v11.0.0.0010/ Intel{R> HE v11. 8. 70. 3626
Copyr ight{C) 2003-16 Intel Corporation. All Rights Reserved

HAIN MENU

> Intel{k} HE General Settings
> Intel(R} AHT Configuration
HEBx Exit

Exit

[t1]1=Hove Highlight [Enter]1=Select Entry [Escl=Exit
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Access the Intel® AMT From Website

1. Open the web browser and type Intel® AMT IP Address:16992 (ex: 192.168.1.1:16992)

<« = C I A F=Z | IP Address :16992/logon.htm oy o I

Intel® Active Management Technology

[

Log On
Log on to Intel® Active Management Technology on this computar.

2. The browser would show the sign in message box. Type the Username and Password of Intel® AMT.
The default username is admin.

Signin
http://10.123.10.65:16992

Your connection to this site is not private

Username | admin|

Password | essscsas
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3. After signing in, you can check the system status and hardware information of the managed device.

< > C A Notsecurs :16992/index.htm? 2

Intel® Active Management Technology

Computer:
System Status System Status
Hardware Information
System Power on
Processor IP add
Memaory -
Disk IPvG address Disabled
Battery System ID 12345678-1234-5678-90ab-cddeefaabbec
Event Log Date 9/29/2022

Remote Control
Power Policies Time 3:48 pm
Network Settings -

IPvi Network Settings

System Name Settings
User ﬁCCqUI’IT:S . Copyright ® 2005-2021 Intel Corporation. All Rights Reserved. Intel@ Active Management Technology firmware version: 16.0.15-build 1620
Web Applications Links

4. The Intel® AMT website provides the basic remote power control feature for the managed device. The
advanced remote power control and the remote KVM feature please reference to next chapter.

o
ot

& > C A Notsecure :16992/remote.htm

Intel® Active Management Technology

Computer:

System Status Remote Control
Hardware Information
System Power state: On
;En:%?;m ‘Send a command to this computer:
Digk (®) Tum power off* S;Iect altLoot option:
Battery " ormal boot
M rofi and on Boot from local CD/DVD drive

Eventlo O
I Remote Control Reset Boot from local hard drive
ower Policies

Network Settings
IPvE Network Settings *Caution: These commands may cause user application data loss.

System Name Settings
User Accounts

‘Web Applications Links
Send Cormmand
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5. The Event Manager feature is responsible for dealing with internal alerts that occur in both the host
platform and the Intel® AMT device, regardless of the power state.

&« > C A Notsecure :16992/remote.ntm & Tr

Intel® Active Management Technology

Computer:
System Status Event Log
Hardware Information
System Event Time Source Description
ot O 1 92 gos Entering BIOS setup.
Disk
Eorem O 2 %0222 gystemboars  keyboard test.
Eventlog 10062022 evboard ——
Remote Control D 3 1-16 am ¥ board Y initialization.
Power Policies 100612022
Network Settings D@ 4 igam  Systemboard  keyboard test.
IPvG Network Settings 10/612022 —
System Name Settings O s 116 am ¥ board Y ' initialization.
User Accounts 1'0,6‘,2022
Web Applications Links [ 116 am BIOS Performing PCI configuration.
o 7 :'16 3;22 BIOS Performing PC| configuration.
ﬂ 8 :'16 ag'u Processor Starting secondary processor initialization.
[ ;_c:‘rs#gg'zz BIOS Entering BIOS setup.
O 10 a2 systemboard  keyboard test. .
6. You can configure the managed device network settings from the website.
W = O >
& > C A Notsecurs :16992/remote.htm & 3t

Intel® Active Management Technology

Computer:

System Status Network Settings
Hardware Information
System - _
Processor Configure the managed device network setfings for this computer.
M_emory Respond to ping
g';t’t‘ew TCP/IP settings for wired connection
Event Log () Obtain IP settings automatically
Remote Control
Power Policies ®) Use the following IP setfings:

IP address: I:I
e I E—
‘Web Applications Links Gateway address:

Preferred DNS address: | |

Allemate DNSaddress: ||
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Access the Intel® AMT by Intel® Manageability
Commander

1. Download and install the latest version of Intel® Manageability Commander from Intel.com.

Intel® Manageability Commander

Version

2.3 (Latest)

Documentation

Introduction
Intel® Manageability Commander is a lightweight console used to connect with and utilize the features Release Notes (Intel Manageability
of Intel® Active Management Technology (Intel® AMT). Commander Release Notes.pcif)

User Guides (Intel Manageability
Commander User Guide.pdf)

Available Downloads

Microsoft Windows*
Download
IMCInstaller-2.3.0.msi Size: 41.3 MB

SHAT:
8DC4636674397E75CES7AO3BEES93DD5152
BDF73

2. Execute the Intel® Manageability Commander as administrator. Select File > Add Computer....

BEY intel® Manageability Cammander
File Options Help

Add Computer ..

LS A g eability Commander

Export Computers

Exit

¥ | Using TLS: ¥ | Search By: | Hostname ¥ ||search for computer Collapse Groups

—

No known computers
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3.

Type the hostname, alias, and group. The hostname is the IP address of managed device Intel® AMT.
The alias and group could keep empty value if not used. Click OK to apply settings.

¥ intel® Manageability Commander
File Options Help

Intel® Manageability Commander

version: 2.3.0

Authentication: ¥ | Using TLS:

¥ | Search By: | Hostname v |[search for computer
TR e

Add Computer
Hostname / FQDN

Hostname / FQDN must be greater than 0 charscters

Alias

| |
Group
| |

Authentication Mode

Digest
Use TLS

This product uses the HTTP Digest
ticati col to i metwork
connections between Intzl® MC and Intel® AMT.
Use of HTTP Digest Authentication without TLS
increases the risk of network attacks on Intel®
AMT devices (see RFC2817 Section 4 for
details). Intel does not recommend using Intel®
MC without TLS enabled. Click OK to continue
without TLS and accept the security risk or
change your selection before proceeding.

Cancel OK

Collapse Groups

4.

Intel® Manageability Commander

version: 23.0

Authentication: ¥ | Using TLS:

¥ | Search By: | Hostname v |[search for computer..

Login Required

Username:
admin

Password:

Cancel JL oK

|iCeliapse Croupsi)

Select Connect, type the Username and Password of Intel® AMT. The default username is admin.
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ﬂ Intel® Manageability Commander

File Options Help

Intel® Manageability Commander

version: 2.3.0

Disconnect

System Status

System Status

Power
Remote Desktop

Name & Domain
Serial Over LAN

System ID
Network Settings

Intel® ME

Security Settings
Active Features
User Accounts

Remote Desktop
Alarm Clocks

User Consent

Event Log
P Poli
Audit Log 'ower Policy
Hardware Information Date & Time
Refresh

Powered on, Plugged-in

127fd27b-48ad-46c6-8f68-dfobf86cf76b

v15.0.45, activated in Admin Control Mode (ACM)
Serial-over-LAN, IDE-Redirection

Primary display, 300 seconds opt-in, 3 minutes session timeout
Required for KVM only

Mobile: ON in SO, ME Wake in S3, S4-5 (AC only)

2023/8/21 TF7:32:05

Remote Secure Erase

Remote Desktop

Intel® Manageability Commander provides the remote KVM feature to connect to devices remotely.

To connect to a device using Remote Desktop, do the following:

1. Select Remote Desktop.

The redirection port feature is disabled when the remote function is activated for the first time. Click the

warning message to enable it.

n Intel & Manageability Commander
File Options Help

Intel® Manageability Commander

version: 2.3.0

Remote Desktop

e oo s s ]

Remote Desktop

Serial Over LAN Settings. Connect

Network Settings
Security Settings
User Accounts
Alarm Clocks
Event Log

Audit Log

Hardware Information

IDE-R Power Actions | Powered on
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2. Enable all features. Click OK to apply settings.

B9 intel® Manageability Commander
File Options Help

Intel® Manageability Commander

wersion: 2.3.0

Remote Desktop
Redirection Port feature is disabled, click here to enable it.

Serial Over LAN Settings Connect | | IDER Power Actions | Powered on

System Status

Remote Desktop

Network Settings

SRS Active Features
User Accounts

| Redirection Port
| Serial-over-LAN
Event Log. ¥/ IDE-Rediraction
¥/ KVM Remote Deskiop

Alarm Clocks

Audit Log

Cancel OK
Hardware Information

3. Click Settings..., Change the Image Encoding to RLE16, Recommended. Click OK to apply settings.

B8 Intel® Manageability Commander

File Options Help

Intel® Manageability Commander

version: 23.0

Remote Desktop

System Status
Connect | | IDE-R Power Actions | Powered on
Remote Desktop

Serial Over LAN Remote Deskiop Seitings

Network Settings i
Image Encoding || RLE16, Recommended

Security Settings

| Show Local Mouse Cursor
Other Settings ¢! Limit Frame Rate
¢! Prefer Downscale

User Accounts

Alarm Clocks

Event Log
Cancel

Audit Log

Hardware Information

Ctrl + Alt + Del v || Send Keys || Primary display v || Focus Off v || Full Screen
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4. Click Connect and type the user consent code.
The User Consent code is provided on the client-side as a sprite on the Intel® AMT device’s display.
This sprite is generated by the Intel® GPU and is not available to the OS. This is a 6-digit code that the
technician will use when making the connection requiring the consent, such as an Intel KVM connection.

a Intel @ Manageability Commander

File Options Help

Intel® Manageability Commander

version- 230

Disconnect

System Status

Remote Desktop

Settings... | | Disconnect | | IDE-R Power Actions | Powered on

Remote Desktop
Serial Over LAN
Network Settings
Security Settings
User Accounts
Alarm Clocks

Event Log

Audit Log

Hardware Information

Ctrl + Alt + Del v | Send Keys || Primary display v || Focus Off ¥ || Full Screen | U O

Remote Assistance Session

This PC features Intek® technology enabling technician
service by remote access.

To begin service, provide the code (below) to an authorized
technician. By providing the code, you will alow the technician

temporary control and viewing of your PC to perform service.

User Consent Code: 242477

If you do not wish to allow the techinician access to your PC,
¢o not provide the codle.
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5. The Intel® AMT device authenticates the user consent code and then user can execute the remote
desktop feature.

a Intel & Manageability Commander
File Options Help

Intel® Manageability Commander

version: 23.0

Disconnect

Remote Desktop
System Status 2 = < -
Seftings... | | Disconnect | | IDE-R | Power Actions | Powered on

Remote Deskiop

Serial Over LAN iﬂ
Network Settings
Security Settings
User Accounts
Alarm Clocks
Event Log

Audit Log

Hardware Information

e EQAu-Ccnl fll= L

Cil+Alt+Del v| Send Keys: . Primary display v | Focus Off v | Full Screen U U

DRP/BXP/RKP Series Computers Windows 11 Pro 22H2 Manual 55



Advanced Power Control

Intel® Manageability Commander provides the advanced power control features. Click Power Action to
control managed device. For example, reset the device power and boot to the BIOS menu. With the
advanced power control features, you can configure the BIOS settings and manage the device more easily.
Such as RAID Configuration, Boot Manager and OS Recovery.

Intel® Manageability Commander

File Options Help

Intel® Manageability Commander

version: 2.3.0

Disconnect

System Status

Remote Desktop

Powered on

‘ Settings... ‘ ‘ Disconnect ‘ ‘ IDE-R ‘

Remote Desktop
Serial Over LAN

Network Settings
Security Settings

User Accounts Power Dialog

Alarm Clocks PowerCommand

| Power Up >
Power Up

Sleep

Hibernate

Power Down
Force Reset

Soft off

Reset

Power up to BIOS

Event Log

Audit Log

Hardware Information

Reset to IDE-R Image
Power on to IDE-R Image
Reset to IDE-R CDROM
Power on to IDE-R CDROM
Reset to PXE
Power on to PXE
e Havooen D &

Ctrl + Alt + Del v | | Send Keys ‘ | Primary display v | Focus Off v | ‘ Full Screen | © U

[ Intel® Manageability Commander - [m} X
File Options Help

Intel® Manageability Commander intel

version: 2.3.0

Remote Desktop
System Status
Seﬂings.,,‘ Disconnect | | IDE-R Power Actions | Powered on

Remote Desktop
Serial Over LAN

Network Settings

Security Settings

User Accounts

Alarm Clocks

Event Log

Audit Log *Setup Utility

Hardware Information
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Remote RAID Configuration

Reset to BIOS menu and select Setup Utility option. Reference Chapter 4 Configuring RAID to configure
the RAID settings.

ﬂ Intel® Manageability Commander - O X
File Options Help

Intel® Manageability Commander

version: 2.3.0

Remote Desktop
‘ Settings... | | Disconnect | ‘ IDE-R ‘ Powered on

System Status

Remote Desktop
Serial Over LAN
Network Settings
Security Settings
User Accounts
Alarm Clocks
Event Log

Audit Log

Hardware Information
»SATA 0.0, 2566B SATA Flash Drive 9232100000000011, 238.46B

Remote Boot Manager

Reset to BIOS menu and select Boot Manager. You can select a bootable USB disk to back up the OS
image or recovery the OS with a bootable disk which includes the recovery image.

B8 i@ Manageabilty Commander - 8 x
File Options Help

Intel® Manageability Commander

Remote Desktop

EF1 USB Device (USB)
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Remote Mount/Recovery Image

1. User can select recovery image to remotely mount. Click IDE=-R option and select the target image.

3 Intel® Manageability Commander

File Options Help

Intel® Manageability Commander

version: 2.3.0

Remote Desktop
System Status
Settings.. Disconnect || IDE-R

Remote Desktop
Serial Over LAN

Network Settings

Security Settings 6

User Accounts ‘%‘

Alarm Clocks
Event Log Storage Redirection
Select image to remotely mount

EEEE AEEEOEE

Select when image should be mounted

Audit Log

Hardware Information

Graceful v

e HQuo-¢Co
Ctrl + Alt + Del v | Send Keys | Primary display v | Focus Off v | FullScreen | U U

2. Reset to BIOS menu and select Boot Manager.

Power Actions | Powered on

AQe Jomg

8 Intel® Manageability Commander
File Options Help

Intel® Manageability Commander

version: 2.3.0

Remote Desktop

System Status
Settings... | | Disconnect | IDE-R
Remote Desktop s
o
Serial Over LAN —
bets
Network Settings
Security Settings 6
s
User Accounts =
Alarm Clocks
Event Log Power Dialog
Audit Log PowerCommand
Hardware Information Reset to BIOS
Only Show Valid Commands
Cancel OK
wr HQruo-¢8

Ctrl + Alt+Del v | Send Keys | Primary display v | Focus Off v || FullScreen L U

Power Actions | Powered on

AL o &
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Bl Intel® Manageability Commander - [m)
File Options _Help

Intel® Manageability Commander

n:230

Remote Desktop

System Status

Stop IDE-R | % IDER Session in Progress...

Remote Desktop
Serial Over LAN
Network Settings
Security Settings
User Accounts »Boot Manager
Alarm Clocks

EventLog

Audit Log

Hardware Information

3. Select Intel Virtual CD to boot to mount image.

B8 intel® Manageability Commander - o
File Options _Help

Intel® Manageability Commander

n:230

Remote Desktop

System Status

o povrson
Remote Desktop

Serial Over LAN
Network Settings t Hanager

Security Settings
User Accounts
Alarm Clocks
Event Log

Audit Log

Hardware Information

EFIl USB Device (Intel Virtual CD)
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4. Following the steps to recovery image.

B Intel® Manageability Commander
File Options _Help

Intel® Manageability Commander

version: 23.0

oo ke Deskop

System Status
Settings. Disconnect | | Stop IDE-R | «J IDER Session in Progress.
Remote Desktop
Serial Over LAN
(Cmeiesiig GNU GRUB
Security Settings
User Accounts

Alarm Clocks

eventiog Try or Install Ubuntu

Audit Log Ubuntu (safe graphics)

Hardvare Information OEH install (for manufacturers)
Boot from next volume
UEF| Firmware Settings

Power Actions

Powered on

/0

NOTE

You can reset to IDE-R image using the power action.

B8 Intel® Manageability Commander
File Options Help

Intel® Manageability Commander

version: 2.3.0

Remote Desktop

System Status
Settings... | | Connect | | IDE-R
Remote Deskiop

Serial Over LAN

PowerCommand
Network Settings

Power Up
Power Up
User Accounts Sleep
Hibernate
Alarm Clocks Power Down
Force Reset
Soft off
Audit Log Reset
Power up to BIOS
Hardware Information Reset to BIOS

Security Settings

Event Log

Reset to IDE-R Image

Power on to IDE-R Image
Reset to IDE-R CDROM
Power on to IDE-R CDROM
Reset to PXE

Power on to PXE

Power Actions

Powered on
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Reset to PXE

1. Enable the Network Stack and PXE Boot capability from BIOS menu of managed device.

Boot Type <lUEF1 Boot Type>

2. Click Power Actions and select Reset to PXE.

3 Intel® Manageability Commander - [m} X
File Options Help

Intel® Manageability Commander intel

version: 2.3.0

Remote Desktop
System Status —
Settings... || Disconnect | | IDE-R |

Remote Desktop -

Serial Over LAN
Network Settings
Security Settings
User Accounts
Alarm Clocks

Event Log Power Dialog

Audit Log PowerCommand

Hardware Information
Power Up
Sleep
Hibernate
Power Down
Force Reset
Soft off
Reset
Power up to BIOS
Reset to BIOS
Reset to IDE-R Image

8l Power on to IDE-R Image
Reset to IDE-R CDROM
Power on to IDE-R CDROM
Reset to PXE

Power on to PXE

R 0 oty HQuo-¢Co G e

étrﬁAlHBe\ v Sendk;ys ‘ Primary display VH Focus Off V‘ Full Screen © O
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3. The managed device will boot to PXE.

Intel @ Manageability Commander - O >
9 ty
File Options Help

Intel® Manageability Commander

version: 23.0

ot Badion

System Status

Settings... | | Disconnect | | IDE-R Power Actions | Powered on

Remote Desktop

Serial Over LAN
b>Start PXE over IPvd, Press [ESC] to EXIT...

MR SEINES Station IP address is

Security Settings
User Accounts Server IP address is
AT Clocks NBP filename is booti\x64\wdsngfw.efi

NBP filesize is 1322320 Bytes

B L s "
e Downloading NBP file...

Audit Log

Hardware Information Succeed to download NBP file.

DRP/BXP/RKP Series Computers Windows 11 Pro 22H2 Manual 62



6. Driver

Moxa provides verified drivers for each device on our official website. Please access the Moxa support page
(https://www.moxa.com/en/support) and search for the device from the searching window (For Example:
MC-3201).

Contact Us | Pariner Zone | My Moxa Sign In

MO/ Products Solutions Support How to Buy About Us Q

Home » Support

Support

Find product resources, request support, or send in your product for repair.

Select a Product Series

--Select-- -
MC-3201
PRI anty Resources
rvice/RMA Literature Library
Easily find drivers, software, and Moxa’s product repair service Moxa offers a wealth of resources
documentation for a specific centers provide quick, quality to help you find in-depth
product. service with complete traceability information on our products and -

solutions as well as the
technologies that drive them

of your product.
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From the Software & Documentation page, filter by Driver and download the driver package. The driver
packages are categorized by OS version, with separate sections for Peripheral and Expansion modules.

Software & Documentation  Product FAQs  Security Advisories

Related Software, Firmware, and Drivers

FILTER  Operating System «  a EER somarsracee vt

NAME TYPE CHECKSUM VERSION v OPERATING SYSTEM RELEASE DATE v
Driver for MC-3201 Series (wireless ok, Driver SHA512 [ v1.0 - Windows 10 loT Enterprise May 11, 2023

for Windows 10 10T Enterprise LTSC LTSC 2021 Release notes

2021)

143.6 MB

Driver for MC-3201 Series o+, Driver SHA 512 (= v1.0 - Windows 10 loT Enterprise May 11, 2023
(Peripherals for Windows 10 LTSC 2019 Release notes

Enterprise LTSC 21H2)

Driver for MC-3201 Series o+, Driver SHA-512 [5) v10 - Windows 10 loT Enterprise May 11, 2023
(Peripherals for Windows 10 loT LTSC 2019 Release notes
Enterprise LTSC 2019)

1.2GB

Driver for MC-3201 Series oy Driver SHA-512 (5 vi.0 - Windows 10 loT Enterprise May 11, 2023
(Expansion modules for Windows 10 LTSC 2019 Release notes
loT Enterprise LTSC 2019)

157.9 MB
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7. Utility

This chapter describes the usage of the following utilities:

¢ Moxa IO Controller Utility
e Moxa Serial Interface Utility
¢ Moxa Sort Net Name Utility

Where to Find the Windows Utility

The utilities are preinstalled on your device if the Windows 11 OS is provided by Moxa. If you install
Windows 11 on your own, go to the Moxa support page (https://www.moxa.com/en/support) to download

the utility.
1. Search for the device from the searching window (example: MC-3201).
ContactUs | Partner Zone | My Moxa Sign In
MO/ Products Solutions Support How to Buy About Us Q

Home > Support

Support

Find product resources, request support, or send in your product for repair.

Select a Product Series

--Select-- -
MC-3201
MC-3201 Series 2 ty Resources
—Software & Docurmentation Product R ice/RMA Literature Library

Easily find drivers, software, and Moxa’s product repair service o I, Moxa offers a wealth of resources

documentation for a specific centers provide quick, quality | gl to help you find in-depth

product service with complete traceability " information on our products and p
of your product. €<m n solutions as well as the

technologies that drive them
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2. Go to the Software & Documentation page, filter by Utility and download the required file. The
installation file for the device is in a *.zip file.

MC-3201 Series

Compact computers with 11th Gen Intel® Core™

processor, designed for lloT, Al, and marine applications
-20 to 55°C operating temperature

PRODUCT PAGE [] save

Software & Documentation  Product FAQs  Security Advisories

Related Software, Firmware, and Drivers

FILTER  operating System - Al Driver(4)  Software Package(3)
NAME TYPE CHECKSsUM VERSION v QPERATING SYSTEM RELEASE DATE ¥
Utility for MC-3201 Series (Windows 4,  Utility SHA-512 [ v1.0 - Windows 10 loT Enterprise May 11, 2023
10 loT Enterprise LTSC 2021) LTSC 2021 Release notes
5.9Me
Utility for MC-3201 Series (Windows | &, Utility SHA512 (= v1.0 - Windows 10 loT Enterprise May 11, 2023
10 loT Enterprise LTSC 2019) LTSC 2019 Release notes
5.1Me

3. After extracting the files, you will obtain the following setup files.

MC-3201_Utility_W11_Pro_22H2_V1.0 — a x
® New ~ T osort v = view - ees
« > v > 20170518 (D) > MC-3207_Utility_W11_Pro_22H2_ V1.0 v O Q. Search MC-3207_Utility W11...
Name Date moedified Type Size
> [l This PC
£lig MoxalOCantrallerSetup-6.0.0 Application 2337KB
~ & 20170518 (D) N
- & MoxaSortNetMName_V2.0.0 Application 1,670 KB
.disk
= 4§ SerialinterfaceSetup-5.0.0 8/8/2023 11:18 AM Application 2,082 KB
[BOOT]
0804 kv mou:
> boot
> Cellular
> Data
> DifferentialBact
> efi
> EFI_Clonezilla
> heme
live
MC-3201_Utility

3items E m]

DRP/BXP/RKP Series Computers Windows 11 Pro 22H2 Manual 66



Dependent Packages

e After the installation of Windows 11 pro and drivers are completed, you will need to install dependent
packages to ensure the smooth operation of the utility. Please attach the following link to download
and install the packages.

e Microsoft Visual C++ Redistributable: https://learn.microsoft.com/en-us/cpp/windows/latest-
supported-vc-redist?view=msvc-170

e  Microsoft .NET Framework 4.8: https://support.microsoft.com/en-us/topic/microsoft-net-framework-4-
8-offline-installer-for-windows-9d23f658-3b97-68ab-d013-aa3c3e7495e0

Moxa IO Controller Utility

Moxa IO Controller Utility is developed to control the peripherals' IO as well as expansion modules interface
of the device.

This section describes how to use the Moxa IO Controller utility and the following content will be included.

¢ Setting the DIO Status
e Setting the UART Mode

Use the pre-installed utility or install the MoxalOControllerSetup utility from the Moxa support page.

To use the Moxa IO Controller utility, first install the utility and enable the utility to configure the DIO and
UART mode. After the installation process is complete, run the Windows command prompt as an
Administrator and change the path to C:\Program Files\Moxa\Moxa IO Controller.

El Administrator: Command Prompt — (m] x

‘\Moxa IO Controller”

gram Files! \Moxa IO Controller»

Setting the DIO Status

Type the mx-dio-ctl --help command to see the instructions on using this utility and follow them to get or
set the DIO status.

/0

IMPORTANT!

The DIN and DOUT indices start at 0. Even though the console output starts at 1, the indices still start at
0.

EX Select Administrator: Command Prompt — m] %

«-dio-ctl.exe --help
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https://support.microsoft.com/en-us/topic/microsoft-net-framework-4-%208-offline-installer-for-windows-9d23f658-3b97-68ab-d013-aa3c3e7495e0

Example:

B Administrator: Command Prompt — [m| b'e

Controllers

Controller -dio-ctl.ex

Controller -dio-ctl.ex

Controller

Controller -dio-ctl.ex

Controller -dio-ctl.

Controller>

Setting the UART Mode

Type the mx-uart-ctl --help command to see instructions on using this utility and follow the onscreen
instructions to get or set the UART mode.

/7  IMPORTANT!

The UART index starts from 0. Even though the console output starts at 1, the index still starts at 0.

EX Administrator: Command Prompt - ] X

ctl.exe --help

mode
W mode
5-4W mode
mode

¢ this help screen.

Display version information.

10 Controller

Example:

EX Administrator: Command Prompt — O Pas

l.exe -p @ -m 1

Current uart mode is RS

ram File
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Moxa Serial Interface Utility

In this section, we describe how to use the Moxa Serial Interface utility to set the UART mode in your
computer's serial interface.

Setting the Serial Port Mode

1. Use the preinstalled SerialInterfaceSetup utility or install it from the Moxa support page.
2. From the Windows Start menu, run the Moxa Serial Interface utility.

Q. Type here to search

All apps < Back

Media Player

Microsoft Edge
Microsoft News
Microsoft Store

Microsoft To Do

D<@ EOC

Movies & TV

Moxa Serial Interface
Mew

=
o
=

N

E Notepad
O

0 Office
#®  OneDrive

o

moxa

@
&

i Qe O CB| =
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3.

~COM Port

Moxa Serial Interface (=)

COM
COM1
COom2

Mode

RS-232
RS-232 - «©

RS-232 Rs-485-2w

RS-485-4W/ .
RS422 C

A rp | Cance
Apply || Cancel

Moxa Sort Net Name Utility

In this section, we describe how to use the Moxa Sort Net Name utility to rename Ethernet adapter for
mapping physical LAN port order on chassis.

Select the target COM port and UART mode and click Apply to save the settings.

Use the pre-installed utility or install the MoxaSortNetName utility from the Moxa support page.
2. The initial order of network names may be random.

) Network Connections

+~

Organize

:- Ethernet 10
M=

Administrator.

¥ Network cable unplugged
3 @ Intel(R) 1210 Gigabit Network Con... | 3§ @&

&) 5 Control Panel > Networkand Intemet > Network Connections >

Ethernet 9 WL Ghemetlt
Metwork cable unplugged -

Moxa Sort Net Name

® New ~

~ %} Home
Gl Desktop »
L Downloads  #
= Documents  #

P8 Pictures »

M sort ~

View ~ w

> ThisPC » Windows (C:) > Program Files > Moxa » Moxa Sort Net Name

Name Date modified Type

[®] SortNetName

Application
[ uninsboo.dat DATFile
£k unins000 Application
D unins000.msg MSG File

¥ Network cable unplugged
Intel(R) 1210 Gigabit Network Con... 3 @& Intel(R) Ethernet Connection (13) ..

25KB

3,130KB

24 KB

=
O

:. Ethernet 12
.

* _ Network cable unplugged
% @7 Intel(R) 1210 Gigabit Network Con...

Search Moxa Sort Net Name

o x

Search Network Connections @

o o

Run the SortNetName.exe from C:\Program Files\Moxa\Moxa Sort Net Name\SortNetName.exe as an
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“temphlet

pMet 1" to "

"temphe

“temphlet 4" to "Et

4. Wait for the process to complete to rename Ethernet adapter. The order of the Ethernet adapter will
correspond to the order of label (e.g., LAN 2 on chassis is mapping to Ethernet 2 in Windows).

& Network Connecticns — ] X
4 s Control Panel > Networkand Intemnet > Network Connections > v o Search Network Connections 0
QOrganize = =~ 0 @
[— - - -
| I_-f'_ rElt:terZ.Elt cable unplugged I_-:' IEJt:tH:\ELH ._-f'_ rEJt:teer.e-:.}:aHs-,mpmgqs:\ I_-:' ﬁ:jr:ﬁ‘i ble unplugged
| [ @ Intel(R) Ethemnet Connection (13) ... | 3§ @ Intel(R) 121 % @7 Intel(R) 1210 Gigabit Network Con... 3§ @2 Intel(R) 1210 Gigabit Metwork Con...
|
|
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8. I0 Control API

This chapter describes how to use the IO Control API.

Downloading the API

1. Access the Moxa support page: https://www.moxa.com/en/support
2. Select the product series (example: DA-820).

Contact Us | Partner Zone | MyMoxa  Signin

MOXN\ Products Solutions Support How to Buy About Us Q

Home > Support

Support

Find product resources, request support, or send in your product for repair.

Select a Product Series
--Select-- -
DA-B20

3 anty Resources
DA-820 Series

DA-820-Ethernet Series Expansion Modules

iervice/RMA Literature Library
Easily find drivers, software, and Moxa's product repair service Moxa offers & wealth of resources
documentation for a specific centers provide quick, quality o help you find in-depth
product. service with complete traceability information on our products and =
of your product. . solutions as well as the

technologies that drive them.

3. Download the related files.

DA-820 Series

3U 19-inch IEC 61850 native PRP/HSR computer with
Intel® Celeron®, Core™ i3 or i7 CPU

GO TO PRODUCT PAGE [ save

Software & Documentation ~ Product FAQs ~ Security Advisories

Related Software, Firmware, and Drivers

FILTER  Operating System o B v v ) |G

NAME TvPE VERSION™  OPERATING SYSTEM RELEASE DATE v
Library for DA-820 Series (Windows 7 Example) o, Library vi.0 Jan 29, 2015
s509K8

Driver for DA-820 Series (Peripheral for Linux) oL, Driver vio Jan 22,2015

for DA-820 Series (Linux) L, Driver o Jan 22,2015
@

SHOWALL v
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List of APIs and Supported Series

mxdgio

e BXP-A100 Series
e BXP-C100 Series
¢ RKP-A110 Series
e RKP-C110 Series

mxsp

e BXP-A100 Series
¢ BXP-C100 Series
¢ DRP-A100 Series
e DRP-C100 Series
¢ RKP-A110 Series
¢ RKP-C110 Series

e BXP-A100 Series
e BXP-C100 Series
¢ DRP-A100 Series
e DRP-C100 Series
¢ RKP-A110 Series
¢ RKP-C110 Series
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The mxdgio library operates on the digital I/Os and consists of the following:

¢ GetDinCount

¢ GetOutCount

e GetDinStatus
¢ GetDoutStatus
¢ SetDoutStatus

GetDinCount

Syntax
int GetDinCount () ;

Description

Get the numbers of a digital input port.
Parameters

N/A.

Return Value

The numbers of the digital input port.
Error codes

The following error codes can be retrieved by the DIO_STATUS function.

LIB_INITIALIZE_FAIL -1 The mxdgio library initialization failed. Cannot open json profile.

Requirements

Header mxdgio.h

Library mxdgio.lib

DLL mxdgio.dll

Profile MxdgioProfile[ModelName].json
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GetDoutCount

Syntax
int GetDoutCount () ;

Description

Get the numbers of a digital output port.
Parameters

N/A.

Return Value

The numbers of the digital output port.
Error codes

The following error codes can be retrieved by the DIO_STATUS function.

LIB_INITIALIZE_FAIL -1 The mxdgio library initialization failed. Cannot open json profile.

Requirements

Header mxdgio.h

Library mxdgio.lib

DLL mxdgio.dll

Profile MxdgioProfile[ModelName].json

GetDinStatus

Syntax
int GetDinStatus (int port);

Description

Gets the status of a digital input port.

Parameters

port: The index of the digital input port; starts at 0.

Return Value

The status of the digital input port; 0 for low and 1 for high.
Error codes

The following error codes can be retrieved by the DIO_STATUS function.

Value |Meaming

1 The mxdgio library initialization failed. Cannot open json profile.
2 Target port index is out of range.

LIB_INITIALIZE_FAIL
PORT_OUTOF_INDEX

Requirements

Header mxdgio.h

Library mxdgio.lib

DLL mxdgio.dll

Profile MxdgioProfile[ModelName].json
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GetDoutStatus

Syntax
int GetDoutStatus (int port);

Description

Gets the status of a digital output port.

Parameters

port: The index of the digital output port; starts at 0.

Return Value

The status of the digital output port; 0 for low and 1 for high.

Error codes

The following error codes can be retrieved by the DIO_STATUS function.

Name Value Meaning
LIB_INITIALIZE_FAIL -1 The mxdgio library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX 2 Target port index is out of range.

Requirements

Header mxdgio.h

Library mxdgio.lib

DLL mxdgio.dll

Profile MxdgioProfile[Mode/Name].json
SetDoutStatus

Syntax

int SetDoutStatus (int port, int status);

Description

Sets the status of a digital output port.

Parameters

port: The index of the digital output port; starts at 0.

status: The status of the digital output port; 0 for low and 1 for high.
Return Value

Returns the value 0 if the digital output status is successfully set.
Error codes

The following error codes can be retrieved by the DIO_STATUS function.

Name Value Meaning

LIB_INITIALIZE_FAIL -1 The mxdgio library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX -2 Target port index is out of range.

SET_STATUS_ERR -3 Status setting failed or is defined with a bad format.
Requirements

Header mxdgio.h

Library mxdgio.lib

DLL mxdgio.dll

Profile MxdgioProfile[ModelName].json
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mXxsp

The mxsp library operates on the serial port and consists of the following:

¢ GetUartCount
¢ GetUartMode
¢ SetUartMode

GetUartCount

Syntax
int GetUartCount () ;

Description

Gets the numbers of the UART port.
Parameters

N/A

Return Value

The numbers of the UART port.
Error codes

The following error codes can be retrieved by the UART_STATUS function.

LIB_INITIALIZE_FAIL -1 The mxsp library initialization failed. Cannot open json profile.

Requirements

Header mxsp.h

Library mxsp.lib

DLL mxsp.dll

Profile MxspProfile[Mode/IName].json

DRP/BXP/RKP Series Computers Windows 11 Pro 22H2 Manual

77



GetUartMode

Syntax
int GetUartMode (int port);

Description

Gets the status of the UART port.

Parameters

port: The index of the UART port; starts at 0.

Return Value

The mode of a UART interface; 0 for RS-232, 1 for RS-485-2W, and 2 for RS-422/RS-485-4W.
Error codes

The following error codes can be retrieved by the UART_STATUS function.

Name Value Meaning
LIB_INITIALIZE_FAIL -1 The mxsp library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX -2 Target port index is out of range.

Requirements

Header mxsp.h

Library mxsp.lib

DLL mxsp.dll

Profile MxspProfile[ModelName].json
SetUartMode

Syntax

int SetUartMode (int port, int mode);

Description

Sets the status of the UART port.

Parameters

port: The index of the UART port; starts at 0.

mode: The mode of a UART interface; 0 for RS-232, 1 for RS-485-2W, and 2 for RS-422/RS-485-4W.
Return Value

Returns 0 if the UART mode is successfully set.

Error codes

The following error codes can be retrieved by the UART_STATUS function.

Name Value Meaning

LIB_INITIALIZE_FAIL -1 The mxsp library initialization failed. Cannot open json profile.
PORT_OUTOF_INDEX -2 Target port index is out of range.

SET_STATUS_ERR -3 Status setting failed or is defined with a bad format.
NOT_SUPPORT_MODE -4 Target mode is not supported for this port.

Requirements

Header mxsp.h

Library mxsp.lib

DLL mxsp.dll

Profile MxspProfile[ModelName].json
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mxwdg

The mxwdg library operates on the relay output and consists of the following:

¢« mxwdg_open
¢ mxwdg_refresh
¢ mxwdg_close

mxwdg_open

Syntax
PVOID mxwdg open(unsigned long time);

Description

Initializes the watchdog timer.

Parameters

time: The interval at which the watchdog timer is refreshed; the unit is seconds.

Return Value

Returns the pointer to the watchdog handle; returns -1 on failure to initialize the watchdog timer.

Requirements

Header mxwdg.h
Library mxwdg.lib
DLL mxwdg.dll

mxwdg_refresh

Syntax
int mxwdg refresh (PVOID fd);

Description

Refreshes the watchdog timer.
Parameters

fd: The handle of the watchdog timer.
Return Value

Returns 0 for success; otherwise, the function has failed.

Requirements

Header mxwdg.h
Library mxwdg.lib
DLL mxwdg.dll
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mxwdg_close

Syntax
void mxwdg close (PVOID £fd);

Description

Disables the watchdog timer.
Parameters

fd: The handle of the watchdog timer.
Return Value

This function does not return a value.

Requirements

Header mxwdg.h
Library mxwdg.lib
DLL mxwdg.dll
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9. System Backup Restore

This chapter describes the usage of the following tools for system backup and restoration.

¢ WindowsRecovery

WindowsRecovery

WindowsRecovery is a disk imaging backup/restore program for system deployment, backup, and recovery.
You will need to create a WindowsRecovery USB to perform these actions. WindowsRecovery can only be
booted on a UEFI BIOS machine. This chapter describes the Windows Recovery setup process.

Supported Devices

¢ BXP-A100 Series
e BXP-C100 Series
e DRP-A100 Series
e DRP-C100 Series
¢ RKP-A110 Series
e RKP-C110 Series

Preparing the USB device

1. Contact a Moxa technical staff and get the required file.

(e = | WindowsRecovery - m} X
Home Share View 9
1 » WindowsRecovery v | D Search WindowsRecovery
~
Name Date modified Type Size

7 Quick access

[ BuildWindowsRecoveryUSB_V1.1.0 :10 AM Application 54 KB

1
[ Desktop %] Microsoft.Wim.dil 4 1 PM Application exten... 3TKB
4 Downloads [ MxUsbFormatLib.dil AM Application exten... 17 KB
5| Documents | WindowsRecovery V1.5 Build_22100313.wim 7 AM WIM File 88
& Pictures

2. Run the BuildWindowsRecoveryUSB_V1.1.0.exe.

o5 BuildRecoveryUSB - O X

Select USB and WinPE image
USB Drive:
TestUSB (D:) [32 GB] ~

Windows Recovery File:

Cancel
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3. Select the USB drive to format.

! BuildRecoveryUSE

Select USB and WinPE image
USB Drive:
TestUSB (D:) [32 GB]

Start Cancel

4. Click ... to select .wim file from the folder.

85 BuildRecoveryUSE

Select USB and WinPE image
USB Drive:
TestUSB (D:) [32 GB]

Windows Recovery File:

Start Cancel

Chose the WindowsRecovery file...

« - v

Organize + Mew folder

" Name

~ 3k Quick access

» WindowsRecovery

Date modified

Type

Search BuildUSE

f== -

Size

I Deskiop » D WindowsRecovery_V1.5_Build_22100313.wim 7/26/2023 11:40 AM
* Downloads
Documents

&= Pictures +

WIM File 287680 KB

w

File name: | v‘ WIM files w

Cancel

5. Click Start and make sure the selected USB can be formatted. Click Yes to start creating the recovery

USB.

a5 BuildRecoveryUSB

- O *
Select USB and WinPE image
USE Drive:
TestUSB (D:) [32 GB] “

Windows Recovery File:
owsRecovery\WindowsRecovery_V1.2.0_Build_22012518.wim [ . |

Start

Cancel
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6. Wait for the process to complete.

The program will format the USB device and create a UEFI bootable volume and a WinPE volume. You
may see additional windows for folder information; do not close these. You can close the windows after

the process finishes.

a5 BuildRecoveryUSE — O 'Y

Build Recovery USB

1. Partition Disk (Done)
2. Apply File (Done)

Build WinPE USB Complete ! Exit

7. To create a recovery USB disk with the Windows 11 image, copy the os_image_ModelName directory

to the \home\partimag folder in the USB drive.

a | B = | Manage WindowsRecoverylUSB (F:)

Home Share View Drive Tools

1 am * WindowsRecoveryUSB () »

SnmpWalk Ll Mame Date modified
Systemn32 Boot 12/11/2020 3:28 PM
> [ This PC EFI 12/11/2020 2:32 PM
= en-us /13/2020 2:49 PM

© o UEFI_NTFS (G)

EFI sources
D bootmgr.efi

Iv - WindowsRecoverylUSB (F:) I

Boot
EFI
en-us v

fitems

| @ < | partimag

Home Share View

« v A » WindowsRecoveryUSB (F) » home » partimag »

-

o MName Date modified

E This PC

os_image_V2406C_V1.0 12/2272020 10:14 ...
aa UEF_NTFS (G 5

EFI

- WindowsRecoveryUSB (F:)
Boot
EFI
en-us
home
sources

1item

Type

File folder
File folder
File folder
File folder
File folder
EFI File

Type

File folder

= O X
e
Search WindowsRecoveryUSB... ©
Size
1475 KB
— O X
]
Search partimag el
Size
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Booting From the USB Disk

1. Turn on the computer and press F2 when you hear the beep sound to enter the BIOS setup menu,
select Boot Manager and press Enter to continue.
PBoot Hanager

2.

Select the EFI USB Device on the computer and press Enter to continue to boot from the USB device.

EF1 USB Device {Patriot Hemory)

System Image Backup

To back up the image from the USB disk, run Windows Preinstallation Environment(WinPE) and the
Windows Recovery utility will display. Follow these steps.
1. Click Backup.

Shutdown

4

indows
ecove
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2. Select the Source disk to backup and Destination USB to store the OS image, also give an image
name and description. Click Start to backup.

" o

5 Windows Recovery = || = ES

Windows Backup @

Source

Disk-0 |

Model: MRSAJAADG4GTW25C00
Used Space: 19.3 GB (20.719,685,632) Bytes
Free Space: 36,59 GB (38.284,023,296) Bytes

Destination

e vl

Patriot Memory USBE Device. Partition#0
Used Space: 12.09 GB (12.985.724.928) Bytes
Free Space: 42.97 GB (46,136,131,584) Bytes

Image Information
Build ID:

Image Description

Shutdown

oz_image_yywwiMMddHHmmss

Startto backup

3. Click Yes to continue.

5 Windows Recovery = || = ]ER

Question & 23_|
o Start Backup Process?
Windowd
Image D [ v %r w |
20180325
Test lmage
os_image_Wir 01
Start o Dackup
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4. Wait for the backup process to complete.

[= ==

Image Capturing...

ol

Shutdown

Backup

-~

Windows
?ecovery

os_image_Windows_Image_01

Start to backup |

5. When the process is done, click OK.

ol

Backup Recovery Option Information Shutdown

o= Windows
F ecovery
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6. Click OK, the computer will shut down.

E

35 Wirdows Recovery

Backup

Information

Shutdown

7. The OS image will be saved in USB disk home\partimag.

|

= | partimag

Home Share

v
[ Desktop 2
Documents
‘ Downloads
J'! Music
[&=] Pictures
B Videos
s Windows (C)
- WindowsRecoverylUSB (D)

View

» This PC » WindowsRecoveryUSB (D) » home » partimag »

Mame

os_image_Windows_lmage_01

1 item

v 0
Date modified

7/20/2020 3:49 PM

- O *
v @
Search partimag o
Type Size
File folder

8. In the os_image folder you can view the backup information and the image files.

| i | os_image_Windows_lmage_01
Home Share View
“ v /A | « home » partimag » os_image Windows_Image_01
[ Desktop A Name
Documents @ T
‘ Downloads D os_image_Windows_lmage_01.wim
Jﬁ Music @ Windows_lmage_01
[&] Pictures Windows_lmage_01
m Videos
o Windows (C)
= WindowsRecoveryUSE (D:)
v
4 items

v O
Date modified

11/29/2019 %:53 AM
11/29/2019 10:03 ...
11/29/2019 9:53 AM
3/3/2020 11:08 AM

- | *
v @
Search os_image_Windows_|... @
Type Size
Configuration sett... 1KB
WIM File 5,438,672 KB
Configuration sett... 1KB
Text Document 1KB
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Restoring the System From a Backup

To restore the image, run the Windows Preinstallation Environment (WinPE) and the Windows
Recovery utility will display. Follow these steps.

1. Click Recovery.

Information

2. Select the Source USB Device, Image Folder File and check the image information, select the
Destination Disk to restore. Click Apply.

3

.% Windows

=ErE]

Windows Recovery

Source

Device

|E: (Patriot Memary USB Device) ~ |

Select Folder File

os_image_Windows_Image_01 v

Build ID:Windows_Image_01
Image Size:6.51 GB
Image Description:

V24060
20190325
Test Image
I
Destination
%Disk -0 {MRSAJAADBAGTW25C00) o

Model: MRSAJAADB4GTW25C00
Used Space: 55.8 GE (60,019,868, 160) Bytes

Apply
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3. Click Yes to continue the process.

=

B Windows Re

(=@ ]

E: (Patriot Memory USB Device}

S t Folder File

oe fmsas, Windows dmeos OF

Build ID:Windows_Image_01

lrn=as Size £ E3 G0

T e T

D
Disk - 0 (MRSAJAADSAGTI25C00)

4. Click Yes to overwrite the destination drive.

"

2B Windows Recovery

Shutdown

=EE

Windaiws Recovery

E: {Patriot Memaory USE Device}

Select Folder File

e Windows_Imege 01

Build ID:Windows_Image_01

. Destination drive will be overwritten /1!
Do you want to continue?

Bpply
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Wait for the process to complete.

"

% Windows Recovery

Apply Inoge

Information Shutdown

4

indows
ecovery

Click OK.

'.:b Windavs Recoveny

k. A ; Pmcessﬁmshea‘"%-

Apply Image Successed!
The system will be shutdown now !

Information Shutdown
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7. Click OK, the system will shut down.

r

& Windows Hecovery

g
/  NOTE
When you restart the computer, you will need to wait about 5 minutes for the computer to go through two
cycles of the reboot process. The system configuration files will be initiated during the first boot- up
process. Do not turn off or shut down the computer while the system is restarting.
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